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About the EMV Migration Forum 

The EMV Migration Forum is a cross-industry body focused on supporting an alignment of the EMV 
implementation steps required for payment networks, issuers, processors, merchants, and consumers to ensure a 
successful move from magnetic stripe technology to more secure EMV contact and contactless technology in the 
United States.  The focus of the Forum is to address topics that require some level of industry cooperation and/or 
coordination to migrate successfully to EMV technology in the United States.  For more information on the EMV 
Migration Forum, please visit http://www.emv-connection.com/emv-migration-forum/. 
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1 Introduction1 
EMV chip migration in other countries shows that as EMV technology is implemented for card-present or face-to-
face transactions in the United States, fraud will “shift to other types of card payments with weaker authentication 
protocols”2 including card-not-present (CNP)3 payments—Internet, mail order and telephone order—sometimes 
referred to as IMOTO.  These transactions “will become a weak link in the defenses against fraud, and IMOTO 
fraud will likely increase.” 2 

The U.K. experience supports this prediction.  The move to EMV payments in the U.K. left IMOTO authentication 
unchanged.  IMOTO fraud grew rapidly from the start of EMV deployment in 2003 until it peaked in 2008.  
Beginning in 2008, IMOTO fraud declined for several years as merchants implemented a more secure 
authentication protocol for Internet transactions (3-D Secure) and as magnetic stripe-only locations in continental 
Europe decreased, thus reducing the opportunity to use counterfeit magnetic stripe cards.2 Data from the U.K., 
France and Australia4 show that CNP fraud became a larger portion of overall fraud during and after their EMV 
chip conversions, as EMV chip dramatically reduced the card-present fraud issues but did not address the card-
not-present fraud problem. 

Spain took a different approach to card-not-present fraud during its migration to EMV technology.  The difference 
between Spain’s experience and the U.K.’s experience was described in a TSYS white paper.5  The charts below 
illustrate the impacts from different approaches and priorities for mitigating fraud, depicting the complexity of the 
problem and the need for a comprehensive, sustained effort to combat it. 

 
Figure 1.  The U.K.’s Focus on EMV Deployment vs. Spain’s Preference for 3D Secure.5, 6 

(Note: For footnote 17 mentioned in the text of Figure 1, see footnote 4) 

 
1  Version 2.0 of the white paper adds Appendix B and Appendix C. 
2  “The U.S. Adoption of Computer-Chip Payment Cards: Implications for Payment Fraud,” Richard J. Sullivan, Federal Reserve Bank of Kansas City’s First 

Quarter 2013 Economic Review 
3  Appendix B includes payment industry definitions of CNP, related industry terms and acronyms, as well as some high-level use cases. 
4  “Card-Not-Present Fraud: A Primer on Trends and Authentication Processes,” Smart Card Alliance, February 2014 
5  “EMV is Not Enough: Considerations for Implementing 3D Secure,” TSYS white paper, by Jonathan D. Hancock, 2013, 

http://www.tsys.com/Assets/TSYS/downloads/wp_emv-is-not-enough.pdf  
6  “Evolution of Card Fraud in Europe 2011-2012.” Fico.com. Web. November 2013, http://www.fico.com/landing/fraudeurope/Evolution_Europe.html 

 

http://www.tsys.com/Assets/TSYS/downloads/wp_emv-is-not-enough.pdf
http://www.fico.com/landing/fraudeurope/Evolution_Europe.html
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This white paper describes best-practice recommendations for using authentication methods and fraud tools to 
secure the CNP channel.  The paper focuses primarily on CNP e-commerce transactions.7   

Accordingly, the paper provides information from which a merchant can construct CNP security solutions, based 
on one or more methods, to strengthen its system against various vulnerabilities and better protect its system 
from attacks and fraud.  Integration of multiple methods, for example layered in combination with one 
another, ensures a merchant’s system has stronger security than any one method alone can provide. 

While the paper addresses many techniques applicable to e-commerce transactions that originate from desktop 
computers, tablets, laptops and mobile phones, it does not specifically address the emerging mobile payments 
environment. 

To identify best practices for mitigating CNP fraud, the EMV Migration Forum Card-Not-Present Fraud Working 
Committee (the “Committee”) evaluated the current viable authentication methods and fraud tools, using 27 
measurable parameters.  The Committee considered these parameters to be key factors in determining the 
effectiveness and success of a method or tool.  They included, for example, user friendliness, learning curve, 
convenience, and strength of security.  Each authentication method or fraud tool assessed was assigned a score 
for each parameter.  The parameter scores were then totaled, providing an overall score for each method or tool.  
This process was intended to help ensure objectivity, provide an audit trail for decision-making, and maximize 
input and participation. 

A total of 14 authentication methods were identified and evaluated.  Key stakeholder groups – composed of 
merchants/acquirers, issuers and payment networks – performed the initial evaluation.  Using the same 
evaluation criteria, these stakeholder groups then met independently to identify each group’s three to five top 
methods.  The groups then met together as the full Committee to identify the top five authentication methods 
overall.  

A similar process was followed to evaluate the fraud tools.  The Committee first compiled an inventory of fraud 
tools, consulting both subject matter experts and the CyberSource “2013 Online Fraud Report.”8 The individual 
stakeholder groups then evaluated the fraud tools independently.  Finally, the groups met together to review their 
findings and discuss effectiveness, ease of integration with the authentication methods, and impact on 
abandonment rates.   

For each authentication method and fraud tool, this paper summarizes the impact on the affected stakeholder 
groups of cardholders, merchants, card issuers, and acquirers.  In this way, this paper seeks to provide a 
commercial understanding about how each method operates and what elements of fraud protection may be 
afforded. 

Once this exercise was completed, it became clear to the Committee there is no “silver bullet,” and the best 
practice for CNP fraud mitigation is a multi-layered approach—rather than identifying a single best tool, 
identifying a basket of authentication methods and fraud tools that work together for a successful fraud reduction 
program is a best practice recommendation.  

Industry, technology and criminal behavior are evolving rapidly, and therefore it is critical industry stakeholders 
make a concerted effort to stay informed about the viability of both current and new techniques as they emerge.  

   

 

 
7  Because some of the authentication methods and fraud tools discussed may not be applicable to the CNP mail order or telephone order (MOTO) 

environments, where appropriate, discussion of a specific method or tool indicates whether that method or tool can be used in a MOTO 
environment. 

8 “2013 Online Fraud Report,” CyberSource, Online Payment Fraud Trends, Merchant Practices, and Benchmarks, 14th Annual Addition. (The page link 
cannot be provided as it is only accessible/downloadable with a member login.) 
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2 Authentication Methods 
Identity authentication for a card-not-present transaction – one that is requested by a consumer not present at 
the retail merchant location – is defined as the process of ensuring that the owner of the account being used to 
pay for the purchase is performing the transaction.  Identity authentication in this context typically relies on a 
person providing one or more of the following authentication factors:  

 Something the person has, such as a credit card (ownership factor).  

 Something the person knows, such as a PIN (knowledge factor).  

 Something the person is or does, such as a fingerprint (inherence factor).  

Experts often recommend authentication processes that require at least two factors and ideally all three factors 
(multifactor authentication).  Relying on a single factor implies either extremely high confidence or extremely high 
tolerance for risk.  

This section examines the following authentication methods, which were identified as the best practice 
authentication methods: 

 Device authentication  

 One-time password 

 Randomized PIN pad 

 Biometric factors 

Each section includes the potential impact of a method on different stakeholders.   

2.1 Device Authentication  
Device authentication, deployed primarily by financial institutions and e-commerce merchants, authenticates the 
device being used to access the merchant’s e-commerce site (e.g., smart device, personal computer or tablet).  
The method authenticates the device based on multiple device characteristics (e.g., device type, operating system, 
IP address) acquired either before or during a transaction.  Defining the exact characteristics that identify an 
individual device can be complicated.  The identification software can be homegrown or purchased from a third 
party.  Multiple services are available from third-party providers.  Companies that track the successful and 
fraudulent transactions associated with the devices can assist in their authentication. 

Because this method authenticates the device and not the cardholder, additional authentication is required to 
protect against the use of lost or stolen cards.  Device authentication does not address mail order or telephone 
order (MOTO) transactions.  

2.1.1 Impact on Consumers 

Device authentication is designed to run in the background when visiting a merchant’s website.  The consumer is 
usually not aware of the process unless the device is not recognized. 

Another consideration is that one of the characteristics often used for device authentication is the device’s IP 
address. (Note that many different characteristics can be used.)  Given that some Internet providers use dynamic 
addresses by default, the use of dynamic IP addresses may interfere with the method’s ability to accurately 
recognize a device. 

While the requirement for consumer interaction is minimal, if the device is not recognized, the consumer may be 
prompted to enter answers to one or more security questions (or respond to other challenge/response dialogs).  
And because consumers often use different devices to access the Internet at different times, the consumer 
experience may depend on what device is being used.  Cardholders who use public computers (e.g., in a public 
library or in an Internet cafe) may be affected more than those who regularly use their own devices.  
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Since device authentication runs in the background and identifies a consumer’s specific device, privacy concerns 
are sometimes raised with this method.  

2.1.2 Impact on Merchants 

Merchants have the largest stake in device authentication.  The e-commerce messaging standards currently used 
by many payment networks cannot pass device authentication parameters from a merchant to an issuer for issuer 
evaluation.  However, standards for updated messaging are being developed both within the United States and 
internationally and new standards are underway that will impact this area.  Until those standards become 
commonly implemented, a process which could take years, merchants must either partner with a fraud prevention 
vendor or build their own device identification capabilities in-house. 

Implementing device authentication with a new vendor may involve significant cost and workload.  Cost and 
workload can also be significant if the merchant builds the process in-house.  Development and implementation 
can include both software and hardware costs.  An additional disadvantage is that an in-house solution might not 
have as much volume of data or different types of data as a vendor-based solution.  

Typically, merchants with many repeat customers, implying established relationships, benefit the most from using 
device authentication.  Merchants with lower numbers of repeat customers, however, may be able to use vendor-
provided industry-aggregated data to benefit from this authentication tool. 

2.1.3 Impact on Issuers 

Most card issuers have implemented device authentication on their consumer banking web sites.  When the 
device authentication system does not recognize the consumer’s device, the consumer may be required to provide 
additional information.  Using a third party can provide access to industry-aggregated data, allowing issuers to 
recognize devices consumers have not used previously to connect to the issuer’s web site.  Traditionally, card 
issuers do not use device authentication data in authenticating a CNP transaction because generally payment 
industry messaging standards (versions of ISO/IEC 8583) cannot pass device authentication parameters from the 
merchant to the issuer. 

2.1.4 Impact on Acquirers  

Acquirers can act as service providers for smaller merchants to implement device authentication.  In this case, the 
impact on the acquirer is similar to the impact on a merchant.  

2.1.5 Other Considerations 

In combination with other authentication techniques, device authentication can reduce the risk of fraudulent 
transactions.  One potential complication is that different providers may use different characteristics to define 
devices.  

When device authentication is used alone, privacy considerations are minimal.  The data are used only to mitigate 
merchant risk, and the information is technical (e.g., IP address) rather than personal (e.g., name, email address, 
phone number).  However, as an article in the August 2014 issue of IEEE Spectrum9 describes, there can be some 
privacy concerns when device authentication data is combined with proprietary or other validation data (Section 
3.1 and Section 3.2). 

2.2 One-Time Password 
A one-time password (OTP) is a password that is only valid once.  Since OTPs are dynamic and cannot be reused, 
their use can prevent replay attacks.  Additionally, OTPs are often implemented to be time sensitive, either 
because they are generated during a valid transaction or because they are time-synchronized with the entity that 

 
9  “Browse at Your Own Risk,” Nick Nikiforakis and Günes Acar, August 2014, North American: Spectrum.IEEE.org. 
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generates them.  Unlike other tools, OTPs can feasibly be used in all CNP channels: Internet, telephone, and mail 
order.  

A method is required to deliver OTPs to users.  Common delivery methods include hard or soft tokens, display 
cards, text messaging, and Internet-based channels.  Delivery is also possible using paper or other physical media 
(e.g., scratch cards) in countries where electronic delivery methods are not practical.  If the delivery method is out 
of band from the transaction being performed, OTPs can be an effective component of two-factor authentication. 

Methods for generating OTPs include random generation, mathematical algorithms, and time-synchronized 
algorithms.  The method chosen for OTP generation and delivery directly affects and increases the strength of OTP 
as an authentication solution.  The following three solutions reflect stronger authentication: 

 Truly random generation and one-way algorithms since the OTP cannot be reverse engineered. 

 Integrating OTP with other methods since the OTP by itself is susceptible to “man in the middle” and 
phishing attacks.  

 Reducing the timeframe when an OTP is valid. 

OTPs must be paired with user IDs or card numbers, and security is often layered with a static password, PIN, or 
pass phrase.  

Figure 2.  Example of OTP delivery; from left to right: display card integrating payment function and OTP 
generator, SMS OTP, discrete OTP token 

 

2.2.1 Impact on Consumers 

Because OTP requires consumer involvement, it is less convenient than a passive authentication method.  
Consideration should therefore be given to using OTP as part of a layered approach and only requiring the OTP in 
high-risk situations.  

Some OTP solutions require the consumer to have a device that can generate or receive the OTP, which may 
require additional consumer education and training.  Also, some OTP delivery methods, such as SMS text 
messaging, require the consumer to opt-in and may incur a usage charge (e.g., a mobile operator text messaging 
fee).  One way to eliminate the need to carry two separate devices is by using display cards, which integrate a 
screen and a keypad in the same card. 

2.2.2 Impact on Merchants 

Typically, an issuer generates and delivers the OTP.  The merchant must therefore allow for OTP input in the 
transaction stream.  Since the use of OTPs requires the consumer to take an additional step, OTPs may increase 
the risk of consumer abandonment before checkout.   

If the merchant chooses to generate and use OTPs then the merchant must account for the cost of the solution 
and provide for customer enrollment.  When the OTP is delivered out-of-band, the merchant will need to verify 
the consumer’s contact information.  
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2.2.3 Impact on Issuers 

Use of OTPs increases both the number of steps and the time required to authenticate a CNP transaction.  As a 
result, both the risk of transaction abandonment and the potential that the consumer will use a different payment 
method also increase.  The issuer should therefore consider integrating OTP with a risk-based authorization 
method, such as device authentication or a risk-based approach using 3-D Secure (3DS) or similar technology (see 
Appendix: Terms and Definitions).  The issuer can then define the risk threshold at which an OTP is required. 

When issuers are responsible for managing the OTP solution, as is generally the case, they must evaluate the 
different generation and delivery methods.  Such methods may require in-house infrastructure and software 
development or licensing with a third party to manage the process.  If the OTP is delivered using a hard token, 
issuers will have to replace lost and expired tokens.  Soft-token delivery methods and out-of-band methods may 
incur lower replacement costs.  

Issuers also need to address how to integrate the OTP process into the transaction authorization stream.  They 
may need to adjust their current authorization rules and processes. 

Lastly, some level of consumer education is required.  Consumers must be made aware that they will receive an 
OTP, how it will be delivered, and how to use it to reduce consumer friction or abandonment. 

2.2.4 Impact on Acquirers 

Use of OTPs has no effect on acquirers.  However, acquirers can act as service providers for smaller merchants to 
implement OTP.  In this case, the impact on the acquirer is similar to the impact on a merchant.  

2.2.5 Other Considerations 

If a display card feature is added to an EMV chip card, the card manufacturer will need to have the card certified 
and approved in the same fashion as a standard EMV chip card.  Adding this feature to a card without a PIN pad 
nullifies the protection OTP offers against the use of lost or stolen cards, since the fraudster can supply the OTP 
being generated on the card.  

Use of an existing mobile device to generate or receive an OTP obviates the need to obtain and carry an additional 
device, display card or token to generate or receive OTPs.  These solutions, although serving similar purposes, 
have a wide range of cost considerations, driving some stakeholders to favor one particular method over another.   

2.3 Randomized PIN Pad  
The randomized PIN pad authentication method allows consumers to enter a PIN to complete a transaction and 
use their PIN-enabled debit or credit card for e-commerce purchases.  This method can also be used for one-time 
PINs, as described in the previous section and for credit card POS PINs, as described below.  When consumers 
indicate they want to pay using a card from a bank that contracted for this method, a PIN pad floats on top of the 
e-commerce merchant’s checkout page (Figure 3). 

 

Figure 3.  Example of a Virtual PIN Pad 
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The consumer uses their pointing device (a mouse or their finger for a touch screen) to enter a PIN (thus 
preventing key logging).  After each mouse click, the keypad is scrambled, and only the XY coordinates of each 
click are captured.  When the PIN and other card data have been entered, the customer submits the transaction.  
The XY coordinates that represent the PIN are encrypted and sent to a data center, where they are converted to 
PIN characters and encrypted according to industry standards in a hardware security module (HSM).  The PIN is 
never in the clear or stored at the merchant location.  

PIN data-request details are combined with the other authorization data to form an ISO/IEC standard 8583 
message, which is sent to the issuer for authorization.  The authorization response message is then returned to 
the merchant from the issuer’s authorization system.   

Many merchants currently use a randomized PIN pad to authenticate e-commerce transactions.  Consumers in the 
U.S. can use PIN-enabled debit cards to make e-commerce purchases without having to register on the merchant’s 
web site (and enter data such as a user name or password) or leave the site.  

Credit cards with PINs used at the point of sale can also use the random PIN pad for Internet purchases.  Some 
chip-enabled credit cards in the U.S. may require the use of a PIN at the POS.  Typically, magnetic stripe-only credit 
cards in the U.S. do not, although a PIN is required to obtain cash from an ATM.  As some U.S. credit cards become 
chip and PIN enabled, beginning in 2015, they will be eligible for using the random PIN pad solution, assuming 
their issuers support the feature.  

The same randomized PIN pad process can be implemented for PCs, laptops, tablets, and phones, thus 
standardizing the payment process across many different platforms.  The randomized PIN pad can be used for 
both static PINs and one-time use PINs.  Randomized PIN solutions are supported by various issuers, processors 
and merchants across the U.S. 

2.3.1 Impact on Consumers  

The randomized PIN pad offers a way to authenticate consumers directly on a merchant’s checkout page.  The 
consumer should be aware the keypad is scrambled after each click and not to enter their PIN too quickly.  

The industry has trained cardholders to be vigilant and to use their PINs in as private a manner as possible.  The 
same cardholders have adopted this service, when supported by their issuer and the merchant, with very little 
education.  

2.3.2 Impact on Merchants 

Merchants can implement randomized PIN pad authentication by working with their acquirer and can usually be 
operational within a short time.  

Randomized PIN pad authentication provides an additional layer of authentication, requiring the consumer to 
have both their card number and their bank-issued PIN.  This reduces the number of chargebacks and the number 
of fraudulent transactions. 

According to the February 2009 Identity Fraud Survey Report by the Javelin Research Group10, $21 billion in online 
sales are lost each year due to consumer security concerns.  Since consumers are already familiar with using PIN 
pads for debit and ATM transactions, they tend to adopt this method of online security readily.  In addition, the 
randomized PIN pad can be integrated into the merchant’s e-commerce checkout page, keeping consumers on 
that page and reducing cart abandonment rates.  

The web site instructs consumers to use the mouse to enter the PIN and notifies them that the keypad will 
scramble after each number is selected.  

 
10 “2009 Identity Fraud Survey Report (Full Version),” Javelin Strategy & Research, February 2009, https://www.javelinstrategy.com/brochure/114  

https://www.javelinstrategy.com/brochure/114
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2.3.3 Impact on Issuers 

Randomized PIN pad authentication leverages existing systems and many POS networks in the U.S. and other 
countries to provide an additional level of security for e-commerce transactions.  The critical issue is following 
industry-agreed PIN standards.  Where that can occur, it typically requires no additional issuer IT resources, 
software or hardware purchases, or implementation.  Issuers can design randomized PIN pads as an image of the 
consumer’s card so that it looks familiar to the cardholder.  

According to CyberSource’s 2010 Online Fraud Survey Report,11 16.5 percent of e-commerce transactions rely on 
debit-style non-bank providers.  However, this same survey showed that 63 percent of respondents would prefer 
to use a version of randomized PIN pad over a non-bank provider.  Issuers adopting randomized PIN pad 
authentication can capture these transactions and keep them in the issuing bank, thus maintaining income and 
transaction volumes.   

2.3.4 Impact on Acquirers 

Randomized PIN pad has also been implemented by acquirers in countries where EMV has been the card standard 
for some time, including India and China.  There is some software integration work (limited development and 
testing) for acquirers who today do not support the service.  However, the work is not significant and can be 
accomplished in a relatively short period.  

2.3.5 Other Considerations 

The randomized PIN pad solution was designed to address e-commerce security issues and capture debit 
transactions for both merchants and issuers.  However, the approach may also support other types of PIN-enabled 
cards, including prepaid cards and credit cards.  

2.4 Biometrics  
While biometric authentication can be implemented across many types of consumer devices, this section is 
focused on implementations that authenticate a cardholder from a smartphone during a CNP transaction.  Now 
that digital cameras have become a core feature of most smartphones, these devices can be used, in conjunction 
with required software, to perform facial recognition alongside voice recognition of a cardholder during a CNP 
transaction.  Fingerprint scanners are also now available in a number of smartphones and can be used to 
authenticate a cardholder during a CNP transaction.  Facial and voice recognition solutions typically perform their 
verification with a secure database server while fingerprint scanners that are embedded in smartphones typically 
perform verification in a secure location directly on the device. 

Use of biometrics to authenticate a CNP transaction offers benefits and challenges.  One benefit is increased 
reliability of identity authentication.  The challenges depend on the type of biometric used and the channel 
through which it is implemented.  While a promising technology, use of biometrics raises both privacy and liability 
concerns.  Given the sensitive nature of biometric data, the data should usually be transmitted out-of-band unless 
a very secure in-band transmission technique is available. 

Not all types of biometrics may be appropriate for use with all CNP transactions, and implementers may wish to 
consider related factors such as implementation costs, reliability and user friendliness.  

Smart devices can authenticate consumers in-band, using a mobile app on the phone to perform the transaction, 
or out of band, when another device is being used.  Out-of-band e-commerce biometric authentication protects 
against most known attacks, such as man-in-the-browser (and its variations).  Information describing the 
transaction can be shown on the smart device screen before the transaction is completed.  If the displayed 
transaction information does not match the actual transaction, the consumer is able to decline the transaction. 

 
11 “Online Fraud Report,” 11th Annual Edition, February 2010, CyberSource, (the page link cannot be provided as it is only accessible/downloadable 

with a member login) 
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2.4.1 Impact on Consumers 

Using biometrics for authentication is convenient for most consumers.  In addition, using the smart device for 
biometric authentication increases the potential for immediate acceptance. 

When a smart device is used to acquire the required biometric data, there is very little learning curve for the 
consumer.  The consumer can download an application and enroll over the phone.  Smart devices include a 
camera (which can capture a picture of the consumer’s face) and a microphone (which can capture the 
consumer’s voice); these devices support multiple forms of authentication, and enrolling by taking a picture or 
creating a voice recording is simple.  

When consumers perform a CNP transaction using a smart device, the merchant’s (or mobile payment app host’s) 
app automatically requires authentication at checkout (as described in the following section).  Consumers use the 
smart device to perform the required face or voice authentication, either in band (if they are using the phone for 
the transaction) or out of band (if they are using a different device).  

Consumer concerns about biometric authentication include issues such as how user friendly it is, where their 
sensitive information is stored, what security is provided for the storage location, and whether the biometric 
factor can be stolen and used for fraudulent purposes. Error! Reference source not found. provides a perspective 
from consumers on preferred biometric authentication methods. 

2.4.2 Impact on Merchants  

The simplest way for merchants to implement biometrics is to use 3-D Secure (3DS) or similar technology.  
Merchants do not need to know a biometric authentication is being performed.  

To incorporate biometric authentication into the checkout process, merchants integrate a solution that performs 
biometric checking into their web site and enroll their customers.  The process is similar to the process performed 
by an issuer to implement this solution.  However, unlike the issuer, the merchant may not already have a 
relationship with the customer.  As a result, guaranteeing identity reliability during the enrollment process may 
pose challenges. 

Figure 4.  Preferred Biometric Factors12 

 

 
12 “Biometrics in Banking and Payments,” Javelin Strategy & Research, January 2014, www.javelinstrategy.com 

http://www.javelinstrategy.com/
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2.4.3 Impact on Issuers 

The most critical requirement for issuers is the enrollment process.  Issuers must verify the identity of the 
consumer at enrollment.  If issuers offer voice or face recognition through 3DS or similar technology, 
implementation may also require an authentication server and an app for the consumer’s phone.   

Consumer verification is straightforward if the consumer is a bank customer and enrollment is conducted at a 
bank branch.  Typically, however, consumers do not want to go to a bank to enroll.  In addition, many consumers 
may not have a checking account or other relationship with the card issuer; they may only have the issuer’s credit 
card.  In these cases, issuers must use an external authentication factor to enroll the consumer, such as a 
temporary PIN/passcode sent by mail.   

The issuer implementation process does not require interaction with merchants, acquirers, or smart device 
manufacturers, assuming the merchants and acquirers already support 3DS or a similar process.  If the biometric 
information will be stored in the secure element in the phone, issuers must interact with a mobile network 
operator or other entities controlling the secure element to implement biometric authentication.   

2.4.4 Impact on Acquirers  

The impact on acquirers implementing biometric authentication solutions using 3DS is discussed in Section 4.  If 
the solution is implemented without requiring access to the issuer, the acquirer will not need to pass or process 
any biometric information. 

2.4.5 Other Considerations 

Biometrics cannot be shared or easily copied.  The mobile application can be protected with a PIN/passcode to 
increase security, although requiring it may reduce the user friendliness of the solution. 

An optional secure element (SIM card, micro SD, or embedded secure element) or trusted execution environment 
in the smart device, managed by a trusted service manager, can further protect the biometric data and 
application. 
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3 Fraud Tools 
The evaluation process used by the Committee and described in Section 1 identified two best-practice fraud 
reduction tools: 

 Proprietary data/transactional data 

 Validation services 

3.1  Proprietary Data/Transactional Data 
Proprietary and transactional data can be collected by merchants, issuers, and acquirers and used to enhance risk 
management and fraud prevention activities.  Proprietary data, defined as data owned by a single organization 
(merchant, issuer, or acquirer), has proven to be invaluable in identifying fraudulent payments.  An example of 
proprietary data used in this way is a list of high-risk payment cards, e-mail addresses, IP addresses, and similar 
information, which is accrued over time by a merchant (i.e., a customer history).  Transactional data is data 
collected at payment, either explicitly (e.g., name, ship-to address) or implicitly (e.g., web connection details).  
These data elements are specific to a single transaction. 

3.1.1 Description 

Before a merchant delivers a product or service, the associated payment-transaction data (e.g., buyer, payment 
method, endpoint/device, web connection, order details) can be analyzed to determine whether the transaction is 
likely to be fraudulent.  This data can be gathered in a number of ways: scripts on a merchant’s payment page, the 
browser or native mobile app request from the customer, proprietary intelligence collected over time, and order-
related information provided by customers themselves.  

Once the customer completes a purchase, data collection is the first step in the risk management process (Figure 
5).  The data are either collected in real time (transactional data) or accessed as needed (proprietary data).  All 
transaction details must be securely logged.  Next, a rules engine that incorporates industry or homegrown fraud 
tools (such as velocity checks and dynamic order linking) analyzes the data, applying the rules or parameters 
defined by the decision maker.  The results of this analysis are then used to calculate a fraud score, which is 
returned to a decision maker (merchant or acquirer) who can choose to approve or decline the transaction.  When 
an authorization request is received, a card issuer can use similar data (although typically not endpoint device 
data) to develop its own score and authorization decision. 

The types of data used to calculate a fraud score are determined by the type of risk being evaluated.  Some 
examples are device attributes, web connection attributes, payment details, buyer information, order form 
attributes, and proprietary history.  The fraud prevention model can be further enhanced through leveraging 
shared industry data. 

3.1.2 Impact on Consumers  

The consumer is not required to provide any additional data, and therefore the solution is transparent to the 
consumer.   
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Figure 5.  Proprietary/Transactional Data Fraud Tool 

 

3.1.3 Impact on Merchants  

Merchants may feel some effects, depending on which part of the payment chain implements this type of fraud 
strategy and what particular tools are chosen.  Merchants who choose to implement the strategy will need a 
solution capable of collecting, securely logging, analyzing, scoring, and acting on proprietary/transactional data.  
Merchants can opt to build a solution themselves, obtain an available solution, or implement a hybrid approach.  
In all cases, the system needs to evaluate overall risk based on the merchant’s defined risk management rules.  

The impact of implementation on a merchant will be determined by the merchant’s current infrastructure and 
how much integration is required.  

3.1.4 Impact on Issuers 

The impact on issuers is similar to the impact on merchants.  The main difference is that issuers may implement a 
separate process for collecting and analyzing relevant data to approve or decline a transaction.  Issuers will have a 
broader view (and thus more available data), as a result of seeing transactions that originate with multiple 
merchants and acquirers.  However, the data they can leverage may be limited, given their place in the payment 
stream.  For example, issuers may rely more heavily on proprietary data (such as customer history) as opposed to 
transactional data. 

3.1.5 Impact on Acquirers  

The impact on acquirers is similar to the impact on merchants.  The main difference is that acquirers may 
implement a separate process for collecting and analyzing relevant data to approve or decline a transaction.  
Acquirers will have a broader view (and thus more available data) as a result of seeing transactions that originate 
with multiple merchants and issuers.  Their involvement with and closer proximity to merchants in the payment 
stream may give them more flexibility than issuers in certain cases. 
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3.1.6 Other Considerations 

A subset of the rules and data (e.g., device and web connection details) will be relevant only to e-commerce 
payments.  Most of the data can be applied to physical POS payments as well as well mail order and telephone 
payments. 

3.2 Validation Services 
A validation service uses customer information other than a primary account number (PAN) to validate that the 
actual card account holder is participating in a transaction.   

A number of validation services are available.  Merchants can adopt a single service, using a single control 
checkpoint, or multiple services, as a layered control check, with the option of accepting transactions at any point 
to reduce consumer friction.  Each control point offers an additional opportunity to help reduce fraud.   

The two predominant validation services are the address verification service (AVS) and card security code (e.g., 
CVV2, CVC2, and CID).  Other validation services which match additional data elements (e.g., e-mail address, 
phone number) may provide tighter fraud screening but often require additional costs and resources.  

3.2.1 Address Verification Service 

AVS requires that the purchaser enter the billing address on file for the card.  The issuing bank generates one of 
the following response codes, based on the numeric portion of the address line 1 and the zip code data that are 
passed as part of the transaction:13   

 Full match.  Both address and zip code match the billing information on file with the issuer. 

 Partial match.  The address matches but the zip code does not, or vice versa. 

 Complete mismatch.  Neither the address nor the zip code match. 

 AVS not supported by issuing bank. 

 System/technical error. 

The disadvantage of using AVS for transaction authentication is that the consumer must understand the 
differences between the billing, mailing, and shipping addresses, because the billing address is used most often for 
AVS matches.  Additionally, it may be difficult to validate foreign cardholders, due to different postal code 
formats.  Postal code formats might not be available in all markets.  

3.2.2 Card Security Code Validation Service 

Card security code validation requires the purchaser to enter the security code printed somewhere on the physical 
card, for example such as next to the signature panel.  The code is an encrypted value determined by elements 
that include card attributes, such as card number and expiration date.  The issuer has the encryption key and can 
decrypt the code and validate it during transaction authorization processing.  This service verifies that the CNP 
transaction is being conducted by someone who is in possession of the card being used.  Dynamic security code, or 
DCVC/DCVV is also coming into the market where a new security code is periodically and automatically generated 
instead of using a static security code that is usually printed on back of the card.  

3.2.3 Impact on Consumers 

Validation services offer consumers the security of knowing a transaction will not be authorized unless their 
preferred credentials are verified.  AVS and card security code are convenient forms of validation services, and 
using both can significantly reduce fraud. 

 
13 Note that actual response values and codes from each issuing bank vary somewhat and may continue to evolve in line with payment network 
mandates. 
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The AVS validation process is transparent to the consumer unless the billing address does not match the 
cardholder’s address on file with the issuer.  The consumer should be advised about the importance of supplying 
an accurate billing address during the transaction. 

Card security code validation is widely used and thus may be more familiar.  A small number of consumers may 
not know how to locate the code on the card.  This impact can easily be mitigated by illustrating where to find the 
value.   

3.2.4 Impact on Merchants  

Merchants, who are the primary stakeholders, can incorporate validation services as part of a consumer best-
practice program.  E-commerce merchants may need to set up a payment service model that passes appropriate 
data and returns a response that is consistent with the merchant’s tolerance for risk.  

Merchants using AVS can offer consumers an “enroll” option that captures the consumer’s billing address.  
However, the merchant will also need to allow consumers to purchase without enrolling, and fraudsters will 
probably not enroll.   

Merchants may also have to consider how to archive billing and shipping records.  Consumer information and 
stored AVS values should be archived securely in accordance with the applicable compliance requirements.  For 
security and privacy, information about multiple consumers at the same address should be kept separate.  
Additionally, merchants may consider using a flag that trips if the ship-to address differs from the billing address, 
since a different ship-to address can signal a risk for fraud.  When a transaction is flagged for this reason, the 
merchant should assess the transaction further before order fulfillment, to approve or decline it based on the 
merchant’s risk tolerance.   

Merchants using card security code validation must not retain the code after authorization. The Payment Card 
Industry Data Security Standard (PCI DSS) prohibits storing this value, and it is very important that this code is not 
stored anywhere on merchant systems.  

The merchant’s purchase page may need an information link or picture to show the consumer how to locate the 
security code.  

Merchants with both a brick-and-mortar and an e-commerce presence must also consider how to verify customers 
at in-store pickup.  The success of the validation service relies on the merchant’s verification procedures. 

It should be noted that an issuer is always free to decline a transaction for other reasons.  An issuer may also 
choose to authorize a transaction, even when validation fails.  The responses for the validation services are 
transmitted in separate fields from the general authorization response; the merchant may then decide whether to 
complete the transaction based on the complete picture of issuer responses.  

Other considerations relate to business terms.  Merchants should work with their acquirers to understand the fees 
that are assessed and the financial benefits, if applicable. 

3.2.5 Impact on Issuers 

Many payment networks mandate that issuers support AVS and card security code validation.  Issuers should be 
able to support multi-level validation with minimal impact.  When using AVS, issuers may also need to stress to 
merchants the importance of educating customers to properly enter billing address data.  

A validation service offers issuers an additional level of security whereby the transaction was authorized by the 
cardholder, decreasing the likelihood of CNP fraud for issuers.  

In the case of a dynamic security code, issuers must apply minor back-end changes to be able to validate the code.  
The cost of these changes, in addition to the form factor, may vary by issuer.  
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3.2.6 Impact on Acquirers 

Acquirers must be able to accept the relevant data values and exchange them with merchants and networks.  
Acquirers who process CNP transactions will probably already have this capability.   

Full support of AVS may require that acquirers’ software systems normalize the AVS responses from issuers so that 
merchants can receive the full benefit.  Acquirers will also need to pay attention to issuer compliance 
requirements and payment network mandated rules.  
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4 3-D Secure14 
3-D Secure (3DS), in its current version, is a secure communication protocol used to enable real-time cardholder 
authentication directly from the issuer during an e-commerce transaction.  The payment networks have built 
proprietary products on top of this protocol.  The authentication process is initiated by 3DS software resident on 
the merchant’s or its service provider’s system; the cardholder is authenticated by a 3DS component operated by 
the issuing bank or its service provider.  Authentication requires the cardholder to communicate a secret that is 
shared with the bank or that otherwise meets the bank’s requirements.  The purchase transaction, enhanced with 
the authentication data, is then processed through the traditional payment systems (including authorization, 
clearing, and settlement). 

3DS divides transactions into three domains:  

1. The issuer domain encompasses the systems, functions, and relationships of the issuer and its 
cardholders. 

2. The acquirer domain encompasses the functions of the acquirer and its merchants. 

3. The interoperability domain encompasses the systems and functions that enable the issuer domain 
and the acquirer domain to interoperate and authenticate each other within participating payment 
systems.  

3DS supports multiple authentication methods, including static passwords, OTPs, the use of a participating bank’s 
online banking credentials, the use of an EMV chip card reader, and biometrics.  It can also be deployed using 
either a standard model, in which every transaction is authenticated with 3DS, or a risk-based model, in which 
cardholders require authentication with 3DS only when risk characteristics for a transaction exceed a 
predetermined level. 

4.1.1 Impact on Consumers 

Because the authentication method is determined by the issuing bank, the consumer experience can vary widely.  
The learning curve for the consumer and any resident software requirements depend on the authentication 
policies, authentication method, and implementation selected by the issuing bank.  Consumers may be required to 
enter anything from a simple static password to an OTP that is sent to the consumer’s mobile device.  The method 
chosen by the bank depends on the bank’s authentication policies and the capabilities of the issuer’s 3DS service 
provider.  

Consumers are affected most, however, by the issuing bank’s implementation model.  If the bank uses the 
standard model, cardholders must enroll before using 3DS for a transaction.  If the bank uses the risk-based 
model, the consumer will not even realize 3DS is involved for all but the riskiest transactions.  The risk-based 
model reduces the requirement for enrollment but may not eliminate it altogether; cardholder enrollment may 
still be required for higher risk transactions. 

3DS solutions are intended to work on multiple platforms and channels; vendor solutions vary, however, in how 
successfully they perform across different channels.  

4.1.2 Impact on Merchants  

To use 3DS, merchants are required to incorporate 3DS capabilities into their checkout and payment platforms.  
The merchants can then authenticate themselves to multiple entities within the ecosystem (e.g., each payment 
network’s directory server) and process the resulting authentication messages.  The impact on an individual 
merchant therefore depends on the merchant’s current infrastructure and the level of integration required to 
process the 3DS data properly.   

 
14 Appendix C includes a comparison of 3-D Secure 1.0.2 and 3-D Secure 2.0 
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3DS vendors can provide merchants with a variety of implementation solutions.  Such solutions range from stand-
alone Merchant Plug-In (MPI) packages, which integrate into a merchant’s payment and checkout systems, to 
comprehensive on-behalf-of services, which not only manage the integration between a merchant’s current 
processes and 3DS functionality, but also provide case management and reporting.  

Business impact on a merchant is harder to predict.  Any merchant who supports 3DS or similar technology for a 
payment network automatically supports all issuers for that brand; however, merchants have no control over the 
authentication process or requirements of individual issuers.  For example, Activation During Shopping (ADS), a 
cardholder registration method that was widely adopted by issuers at one time, resulted in problems for 
merchants concerned about longer checkout experiences for their e-commerce customers.  While risk-based 
issuer implementations can help address this problem, they continue to require processes that online merchants 
do not control.  Merchants in the U.S., however, may also benefit from chargeback protection because 3DS shifts 
the risk to the issuer. 

4.1.3 Impact on Issuers   

Like merchants, issuers will have to support the 3DS protocol, authenticate themselves to multiple entities within 
the ecosystem, and process the resulting authentication messages.  How 3DS impacts an issuer is determined by 
the issuer’s own risk and authentication policies, the issuer’s current infrastructure, and the level of integration 
required.  

Any issuer adopting a 3DS solution will have to educate their cardholders.  An effective communications plan 
should include information about what the program is, what its objectives and benefits are, and most importantly, 
what the cardholder may be required to do or may experience at checkout.  Issuers should also ensure that 
sufficient customer service staff is available to support cardholders.   

Risk-based implementations, also known as Risk-Based Authentication (RBA), were designed to address historical 
concerns about the consumer experience when 3DS is implemented.  RBA reduces friction at checkout, including 
the possible need for consumer enrollment, as it allows issuers to use a risk score to determine whether a 
particular transaction requires authentication.  

Risk scores are derived by evaluating any transaction request presented to the issuer’s access control server (ACS), 
based on variables such as transaction value, merchant type, location, and the device used to conduct the 
transaction.  This evaluation is combined with the issuer’s own knowledge of the cardholder’s purchase history to 
estimate transaction risk.  Issuers can use the risk score to determine the level of authentication they will require 
for each request, help focus their fraud prevention efforts on the most risky transactions, and thereby reduce 
friction for the consumer at checkout. 

Use of RBA may require additional integration with the issuer’s payment systems.  Some solutions avoid the need 
for cardholder enrollment, even for risky transactions, by requiring cardholders answer a series of questions based 
on transactions recently made with the same account.   

3DS vendors provide a variety of implementation solutions for issuers.  Offerings range from standalone ACS 
products, which can integrate with an issuer’s other supporting systems, to comprehensive on-behalf-of services 
that can even be integrated with an issuer’s online banking system. 

4.1.4 Impact on Acquirers  

Acquirers are less involved in 3DS transactions than issuers or merchants.  Acquirers register merchants who wish 
to participate in 3DS, to ensure that their agreements conform to the rules imposed by the different payment 
networks.  Acquirers have to be able to accept the additional authentication data from participating merchants 
and process the data according to the participating payment system’s requirements.  The data must be accepted 
as part of the normal payment authorization, settlement, and clearing processes.   
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5 Securing Payment Data Using Tokenization 
Tokenization secures payment data by replacing a primary account number (PAN) with a surrogate value, both to 
protect cardholder data and to help minimize the impact of a data breach.  Tokenization can be very effective in 
both card-present and CNP channels, including mail order and telephone environments.  However, tokenization 
should only be considered as a complementary fraud-prevention technique.  Most of today’s tokenization 
techniques leave a customer’s PAN in the clear at some point in the payment chain (for example, when a card 
number is entered in a browser on a consumer’s device or when the number is in the merchant’s system before 
being exchanged for a token). 

Multiple strategies are available for using tokens, and there is a recognized need to streamline these approaches 
and standardize the definitions.  This section simply provides a brief introduction to tokenization architecture; the 
examples are not meant to cover all possible scenarios. 

5.1 Tokenization Approaches 
A tokenization approach currently used in merchant systems is sometimes called “acquirer tokens” or “non-
payment tokens.”  As shown in Figure  (labeled Acquiring Token - CNP), after the merchant sends the PAN to the 
acquirer, the acquirer returns a token in place of the card number.  The acquirer stores the card number and 
related token in a secure token vault that can be accessed by the merchant whenever required.  Implementing 
tokenization may reduce the number of systems that must comply with PCI Data Security Standard (DSS) 
requirements and therefore offers some PCI DSS relief.  Since tokenized card data cannot be used to initiate 
payments, the stored card number data is not valuable to criminals.  Tokenizing the card number, therefore, 
reduces the chance card data acquired inappropriately will be used fraudulently. 

Other tokenization implementations involve replacement of an original payment credential (e.g., PAN) with an 
identifier (payment token), which may be used to complete payment and increase security.  This approach reduces 
the risk of fraud from breaches both when used in new technology solutions and in existing payment systems.   

Figure 6 shows several approaches for replacing a payment credential with a surrogate value or token.  It assumes 
the cardholder arrives at the point of sale or the web site with their card and not the tokenized version of their 
card.  There are models of tokenization where the consumer only presents a tokenized version of their card.  This 
will not be the commonly accepted approach for the immediate future.  

5.2 Impact on Consumers 
In the prevailing model of tokenization, cardholders do not interact directly with tokens.  However, they benefit 
from increased PAN security and lower fraud costs. 

5.3 Impact on Merchants 
Merchants can benefit from effective tokenization.  When stolen card information propagates into the market, all 
merchants are potential victims.  As tokenization becomes ubiquitous, it becomes more difficult for fraudsters to 
locate, steal, and use valid PANs or other payment credentials for fraudulent transactions. 
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Figure 6.  Examples of Payment Tokenization Approaches15 

 

Merchants may also enjoy a reduction in cyber-attacks and data breaches, as tokenized databases are less 
appealing targets.  Stolen data is less valuable and over time tokenization may help to reduce attacks.  Reduced 
exposure to clear-text PANs may also narrow PCI DSS compliance scope.  A less tangible benefit is increased 
protection for merchants from damage to their reputations after a data breach.  Customer trust can be difficult to 
rebuild after data theft. 

Merchants may also experience lower customer service costs.  When a customer’s payment data are stolen, 
issuers typically reissue cards.  When customers are on recurring payment plans, card reissuance may interrupt 
payments or present the customer with an opportunity to reevaluate and perhaps even stop a service.  Even if the 
customer remains a customer, merchants may experience an increase in call volume as customers update their 
card information.  

Adopting a tokenization scheme involves integration, regardless of whether the token is provided by a token 
service provider (TSP), a payment gateway, or an acquirer/processor.  Merchants interested in implementing 
tokenization should consider currently available approaches as well as new alternatives and/or upgrade as they 
become available. 

5.4 Impact on Issuers 
Card issuers benefit from reduced fraud risk in the event of a data breach.  Issuers also benefit by avoiding the 
inevitable consequences of a breach, including the expense involved in addressing customer inquiries, 

 
15 Provided by U.S. Payment Security Task Force as presented during the EMV Migration Forum in-person meeting in Chicago, September 2014. Note: 

“EMVCo token” is an alias for “payment token”.  
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communicating with customers, and reissuing cards.  In today’s existing tokenization models, cardholders do not 
see or interact with tokens directly, except within cases of issuer tokens.  

5.5 Impact on Acquirers  
Acquirers benefit from a reduction in the threat of cyber-attacks and data breaches, as tokenized databases may 
be less appealing targets.  

Unless the acquirer provides the tokenization service, merchant adoption of tokenization will have minimal impact 
on acquirers, assuming the token is structured to look like a PAN or similar payment credential.  Acquirers will 
receive and use the token in place of the PAN as part of the transaction flow.   

5.6 Other Considerations 
Prior to implementing tokens, any stakeholder should consider how and whether their own processes and 
procedures may be affected, including but not limited to potential business implications relating to chargebacks, 
refunds, returns, reversals, and account updater services.  
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6 Conclusion 
Although card-not-present fraud has been around in various forms for many years, CNP fraud attempts are 
expected to increase as EMV chip technology is adopted in card-present channels.  And for merchants, CNP fraud 
can result in more than financial harm.  In some cases, this type of fraud has a negative impact to brand reputation 
and can damage customer trust. 

To reduce exposure to CNP fraud, merchants, acquirers, and financial institutions must work together to secure all 
of the sensitive data elements handled during transaction lifecycles.  In protecting this data, all parties must be 
aware of potential effects on users, such as increased transaction times or tactics that make transaction 
completion more difficult.  Several mechanisms can potentially reduce CNP fraud, reducing merchant financial 
liability and the overall cost of doing business.  

No single security mechanism can protect against all possible fraud scenarios; rather, a systematic, layered 
approach must be implemented to secure all transaction data.  These security layers must be able to protect 
sensitive data for the entire duration of the transaction.  When properly implemented, such an approach will 
ensure that compromising a single data element does not affect the integrity of the other elements.  Moreover, as 
set forth in Section 1, users may find a compelling business case for employing a “combination” approach, where 
implementing multiple security layers is likely to produce an integrated solution capable of protecting sensitive 
data. 

The concepts and mechanisms discussed in this paper provide guidance regarding the different layers of security 
that can reduce the risk of CNP fraud.  By introducing device authentication, merchants can greatly reduce their 
exposure to fraud before a transaction is presented for authorization.  Exposure can be further reduced by 
implementing multi-factor authentication, which helps to ensure that the cardholders are authorized to carry out 
such transactions.  Once a transaction is approved to be presented for authorization, tokenization can be 
performed to protect sensitive data both in transit and, eventually, at rest within the merchant environment.  
And, finally, fraud tools can be used at different points within the payment lifecycle to flag suspicious or risky 
transactions before final authorization.   

In addition to cost considerations, implementation decisions will be influenced by an organization’s specific risk 
policies and customer tolerance of disruption at checkout (which is likely to be different in different countries and 
cultures).  If these are out of balance, it is unlikely the tools will deliver the desired results. 

Although implementing these tools can be daunting, layers of security must be considered as the EMV chip card 
adoption cycle matures.  Left unchecked, CNP fraud will materially impact vulnerable institutions and can affect 
the entire industry.  Merchants, acquirers, and financial institutions are strongly encouraged to plan on phasing in 
these and other security practices as a high priority business requirement.  Ideally, each stakeholder should 
address CNP fraud with their EMV chip migration strategy.  
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8 Appendix A:  Terms and Definitions 

Term 
Also Known As 
(AKA) Definition 

Access Control Server ACS  3DS software incorporated into a card issuer's server that 
authenticates cardholders, approves transactions, and 
communicates over the Internet with other components of 
the 3DS ecosystem.  

Authentication  Means by which a terminal/payment web site can validate a 
card as a valid payment device (i.e., not lost or stolen and 
not counterfeit) or verify that the cardholder is who he/she 
says he/she is.  Authentication serves a vital function in 
protecting the identities of users.   

Authentication 
Factors  

 Information used to identify a cardholder or other 
individual.  There are three factor types: 1. The possession 
factor (something only the person can have); 2. The 
knowledge factor (something only the person knows); 3. 
The inherence factor (something only the person can be).  
Each authentication factor includes a range of data 
elements that can be used to authenticate or verify a 
person's identity.  Security research has determined that for 
positive authentication for payments, at least two (and 
preferably all three) factors should be present and verified.  

Authorization Hold Card Authorization, 
Preauthorization, or 
“Preauth” 

A common term within the banking industry used to 
describe the practice of authorizing electronic transactions 
initiated by a debit card or credit card.  The balance is held 
as unavailable until the merchant clears the transaction or 
the hold “falls off.” 

Biometrics   Recognition methods relying on human characteristics and 
traits such as iris, retina, hand, voice, fingerprint, vein, and 
face.  Biometrics are easy and quick, convenient and, in 
some cases, invisible to customers.  As used in multi-factor 
authentication, biometrics support the inherence factor. 

CVV/CVC/CID Card Security Code CVV – Card Verification Value, also known as Card Security 
Code, a security feature on payment cards. 
CVC – Card Verification Code, a security feature on payment 
cards. 
CID – Card Identification Number, a security feature on 
payment cards 



Near-Term Solutions to Address the Growing Threat of 
Card-Not-Present Fraud 

 

 

  Page 28 

Term 
Also Known As 
(AKA) Definition 

Card-Not-Present CNP Payment card transaction where the cardholder does not 
present the card for merchant examination at the time of 
purchase, such as a mail-order transaction or a purchase 
made over the telephone or Internet.   

Card-not-present transactions are a major source of card 
fraud, because it is sometimes difficult for a merchant to 
verify that the legitimate cardholder is conducting a 
purchase.  

Display Card  A payment or non-payment card that is issued with a display 
screen that electronically generates its own security code, 
such as OTP or Dynamic CVV/C (dCVV/C) 

Dynamic Card 
Verification 
Value/Code 

dCVV, dCVC, dCVx dCVx provide an extra layer of security for CNP transactions 
against payment card number theft.  It replaces the static 
three-digit security code printed at the back of the card, by 
a mini-screen that displays a time-based code, which is 
automatically refreshed.  

Dynamic IP Address    IP address assigned by a Dynamic Host Configuration 
Protocol (DHCP) server.  The server typically assigns a 
different IP address each time the device connects to the 
network.   

Facial Recognition   Biometric method that requires a device to view an image 
or video of a person's face and compare it to an image or 
video in a reference database.  The comparison examines 
the facial structure, shape, and proportions; the distance 
between the eyes, nose, mouth, and jaw; the upper outlines 
of the eye sockets; the sides of the mouth; the location of 
the nose and eyes; and the area surrounding the cheek 
bones. 

Fingerprint 
Recognition  

 Biometric method that compares two fingerprints, using the 
three basic patterns of a fingerprint’s ridges: arch, loop, and 
whorl. 

Hardware Security 
Module 

HSM A physical computing device that safeguards and manages 
digital keys for authentication and provides cryptographic 
processing.  

Internet 
Protocol 
Address 

IP Address Number assigned to each device (e.g., computer, printer) 
participating in a computer network that uses the Internet 
Protocol for communication.  An IP address serves two 
principal functions: host or network interface identification 
addressing.  Its role has been characterized as follows: A 
name indicates what we seek.  An address indicates where it 
is.  A route indicates how to get there.  

http://pcsupport.about.com/od/termsd/g/dhcp-dynamic-host-configuration-protocol.htm
http://en.wikipedia.org/wiki/Computer_network
http://en.wikipedia.org/wiki/Internet_Protocol
http://en.wikipedia.org/wiki/Internet_Protocol
http://en.wikipedia.org/wiki/Identification_(information)
http://en.wikipedia.org/wiki/Hostname
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Term 
Also Known As 
(AKA) Definition 

Mail Order/ 
Telephone Order 
Transaction 

MOTO Form of card-not-present transaction where the order is 
placed over the telephone, by mail, or by fax.  

Merchant Plug In  MPI 
 

System incorporated into a merchant’s web site that 
communicates over the Internet with other components of 
the 3-D Secure online payments ecosystem, such as by 
querying whether authentication is available for a card, 
sending an authentication request, and receiving an 
authentication response.  

Micro Secure Digital Micro SD Small plug-in device that is an extension of the SD 
specification to cover input-output functions.  

Mobile Network 
Operator  

MNO  
 

Provider of wireless communications services that owns or 
controls all of the elements necessary to sell and deliver 
services to a user, including radio spectrum allocation, 
wireless network infrastructure, back haul infrastructure, 
billing, customer care, provisioning computer systems, and 
marketing and repair organizations. 

Multi-Factor 
Authentication 

MFA Refer to the definitions for Authentication and 
Authentication Factors.   

One Time Password  OTP Password that is valid only once, for a single login or 
transaction.  OTPs avoid a number of shortcomings that are 
associated with traditional (static) passwords, the most 
important one being that, in contrast to static passwords, 
OTPs are not vulnerable to replay attacks. 

Out of Band Out of Band When authentication is conducted via a different channel 
than the channel used by the original transaction  

Primary Account 
Number 

PAN Number assigned by an issuer to a debit or a credit card.   

Payment Card 
Industry Data 
Security Standard 

PCI DSS 
 

The PCI Data Security Standard (PCI DSS) provides an 
actionable framework for developing a payment card data 
security process – including prevention, detection and 
appropriate reaction to security incidents. 

Phishing   Attempt to acquire sensitive information, such as 
usernames, passwords, and credit card details (and 
sometimes, indirectly, money) by masquerading as a 
trustworthy entity in an electronic communication using (for 
example) malware, social engineering, e-mail spoofing, or 
instant messaging. 
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Term 
Also Known As 
(AKA) Definition 

Point of Sale POS Device where a customer pays.  While POS once referred 
specifically to the credit card terminal at the cash register, 
POS now includes mobile, wireless, and virtual terminals.  

Randomized PIN Pad  A keypad used to enter a PIN at e-commerce and similar 
sites where the individual keys change location each time a 
digit is entered.  The next location of each key is not 
predictable from its previous locations. 

Replay Attack Playback Attack Form of network attack in which a valid data transmission is 
maliciously or fraudulently repeated or delayed.  Typically, a 
valid data transmission is intercepted by a fraudster, who 
then replays that transmission to authenticate his/herself 
fraudulently.   

Secure Element SE Secure memory and execution environment that resides in a 
smart device or any mobile device in which application code 
and application data can be stored and administered and in 
which execution of applications occurs.  The secure element 
is implemented with highly secure crypto chips (a smart 
card chip).  The secure element provides delimited memory 
for each application and other functions that can encrypt, 
decrypt, and sign a data packet. 

Subscriber Identity 
Module 
Subscriber 
Identification Module 

SIM Card  
 

Smart card chip that resides in a smart device or any mobile 
device that securely stores the international mobile 
subscriber identity (IMSI) and the related key used to 
identify and authenticate subscribers on mobile telephony 
devices (such as mobile phones and computers). 

Static Password  Access codes that are unchanging and always the same.  
Such codes are relatively more vulnerable to attacks. 

Static PIN   A numeric password shared between a user and a 
system.  Used to authenticate the user to the 
system.  Typically, the user is required to provide a non-
confidential user token (i.e., user ID) and a confidential PIN 
to gain access. 

Token   Generic term for a placeholder or surrogate.  In the context 
of payment card transactions, token refers to a surrogate 
card number that is submitted in the payment stream in 
place of the real card number, usually to protect against loss 
of the real card number due to compromised terminals, 
data breaches, or other payment stream compromises.  

Token Service 
Provider 

TSP Entity that provides tokens to the payment card process as a 
means to reduce risk in handling high value financial 
instruments by replacing them with surrogate equivalents. 
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Term 
Also Known As 
(AKA) Definition 

Tokenization  Process by which a placeholder or surrogate (token) is 
substituted for a card identification number.  Typically, 
tokenization is a service offered by a payment network, 
acquirer, token service provider or third party service 
provider. 

Trusted Execution 
Environment 

TEE 
 

Secure area that resides in the main processor of a smart 
device (or any mobile device) and ensures that sensitive 
data are stored, processed, and protected in a trusted 
environment.  The ability to offer safe execution of 
authorized security software, known as trusted applications, 
enables the TEE to provide end-to-end security by enforcing 
protection, confidentiality, integrity, and data access rights. 

Trusted Service 
Manager 

TSM  
 

Service role in a Near Field Communication (NFC) 
ecosystem.  The TSM acts as a neutral broker who sets up 
business agreements and technical connections with mobile 
network operators, phone manufacturers, or other entities 
controlling the secure element in mobile phones.  The 
trusted service manager enables service providers to 
distribute and manage contactless applications remotely by 
allowing access to the secure element in NFC-enabled 
handsets. 

Two-Factor 
Authentication 

2FA Authentication method that involves satisfying two of the 
three authentication factors (ownership, knowledge, and 
inherence). 

3-D Secure 3DS Messaging protocol that enables real-time cardholder 
authentication during an e-commerce transaction.  
Solutions using 3-D Secure provide e-commerce merchants 
with greater security for payment card transactions when 
the cardholder is not present.  

Voice Recognition   Process used to identify who is speaking.  Voice recognition 
can be used to authenticate or verify the identity of a 
speaker as part of a security process. 



Near-Term Solutions to Address the Growing Threat of 
Card-Not-Present Fraud 

 

 

  Page 32 

9 Appendix B:  CNP Definition 

9.1 Background 

Past experiences in several markets have shown that fraud migrates away from the physical point-of-sale (POS) 
toward other channels – most notably card-not-present (CNP) – as EMV is introduced. The objective of this 
whitepaper is to educate EMV Migration Forum members and others about current best practices including the 
existing authentication methods and fraud tools designed to secure the CNP channel.  

Weighing the audience's need for timely, practical, and relevant information, this white paper has intentionally 
and deliberately limited the definition of what constitutes a CNP transaction.    

This appendix contains payment industry definitions of CNP, related industry terms and acronyms, as well as some 
high-level use cases.  These are all provided as they informed the overall data gathering process used in this 
whitepaper. 

9.2 Industry CNP Definitions 

 A transaction where both of the following conditions are true:  a) The cardholder is not present at the 
merchant location; and b) The card is not present at the merchant location. 

 Credit card, debit card or prepaid card transaction (conducted usually over the Internet, on a telephone or 
via mail order) during which the cardholder is not physically present and therefore his or her card is not 
seen, dipped or swiped. 

 Card-not-present (CNP) refers to a purchase a consumer makes without physically presenting his or her 
credit, debit or prepaid card at the time of purchase. 

 A card-not-present transaction (CNP, MO/TO, Mail Order/Telephone Order, MOTOEC) is a payment card 
transaction made where the cardholder does not or cannot physically present the card for a merchant's 
visual examination and use at the time that an order is given and payment effected, such as for mail-order 
transactions by mail or fax, or over the telephone or Internet. 

 A CNP transaction is one where the actual card (i.e., the plastic card that has been provided to the 
cardholder by the card issuer) is not physically presented to the merchant location, and is therefore not 
seen, swiped, or dipped when a customer makes a purchase.  Such transactions are most often conducted 
over the Internet (eCommerce), by telephone order (TO or IVR), or by mail order (MO).  In all these cases, 
the cardholder does not or cannot physically present the card for a merchant's visual examination and use 
at the time that an order is given and payment effected. 
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9.3 Use Cases / Examples 

 
Purchase Scenario  

Cardholder  
Present 

Card/Card 
Credentials 

Present 

Card Physically 
Swiped or 
Dipped? Results 

Attended POS Yes Yes Yes Card Present 

Unattended POS Yes Yes Yes Card Present 

Mail / Fax / Phone Order  Yes No No Card Not Present 

e-Commerce  Yes No No Card Not Present 

In App Purchases Yes Maybe16 No Card Not Present 

Reoccurring Billing  No No No Card Not Present 

Deferred Billing No No No Card Not Present 

Installment Payments No No No Card Not Present 

Mobile17 Yes No No Card Not Present18 

IoT (Internet of Things) Maybe Maybe Maybe ? 

9.4 Related Terminology and Acronyms 

 Synonyms 

o Card absent - In certain markets, this term is used interchangeably with CNP. 

o Distance payments - In certain markets, this term is used interchangeably with CNP. 

o Remote payments - In certain markets, this term is used interchangeably with CNP. 

 CNP Segments/Types 

o ECom / eCommerce - The fastest growing subset of the CNP sector, most commonly done via 
Internet browser at a merchant website using a PC, a tablet, or a mobile device.   

o IVR - Interactive Voice Recognition.  Orders made over a telephone (MOTO), where the consumer 
interacts with an IVR system rather than a live operator.    

o Installment payments - Where a purchase is made and the cardholder and the merchant agree 
that the final transaction amount will be completed over multiple payments.  While the card may 
be present at the time of the initial payment, the merchant may not have access to the physical 
card for the remaining installments. 

o Mobile - A transaction where a mobile phone or other mobile device is involved in the initiation 
and confirmation of the payment.  The transaction may involve the use of a web browser, be 
conducted via a mobile application (in-app), and or the use of a mobile wallet.  (Note: Contactless 

 
16 Are all of the required card credentials present?  For example, if a card that is designated as chip and PIN card is used for an in-app purchase, is the 

PIN provided?  Are there other card credentials which are also not available at the time of the transaction, e.g., the PAN? 
17 I.e., Where a mobile device’s browser is used to initiate the payment transaction. 
18 There are solutions designed to work on a mobile platform that emulate regular magnetic stripe or contactless chip transactions that may be 

considered card-present.  The specific implementation will define its designation.  Merchants, issuers, acquirers, processors and others are 
encouraged to consult with their respective payment networks regarding all applicable rules, requirements, policies and procedures. 
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transactions at the POS using a mobile device are also referred to as "mobile;” those transactions, 
however, are considered card-present transactions19.) 

o MOTO - Mail Order Telephone Order - Where the customer submits an order to the merchant by 
speaking with a live telephone operator, interacting with an IVR system, or by transmitting order 
information via facsimile machine (fax). 

o Recurring payments - Where the cardholder and the merchant agree to a transaction where 
multiple payments of some amount will paid on a regular basis over a period of time.  While the 
card may be present at the time of the initial transaction, the merchant may not have access to 
the physical card for the remaining payments. 

 

19 Merchants, issuers, acquirers, processors and others are encouraged to consult with their respective payment networks regarding all applicable 
rules, requirements, policies and procedures. 
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10 Appendix C:  3D-Secure: Comparison of Versions 1.0.2 and 2.0 

 Current New Version 

Version 1.0.2 2.0 

Managing 
Organization 

Visa Inc. EMVCo20 

Channels Supported PC, with limited mobile PC, with new features specifically designed 
for applications on smart devices (e.g., smart 
phones, tablets, wearables, set top boxes) 
and digital wallets 

Applications 
Supported 

Payment, expandable to non-payment 
uses 

Allow for support of emerging application-
based payment and non-payment uses 

Messaging Format HTTP, HTML, XML HTTP, HTML, JSON 

Issuer Controls Supports standard and risk-based 
authentication models 

Supports standard and risk-based 
authentication models, with the emphasis 
being on risk-based. Improved support for 
issuers to utilize their own out-of-band 
authentication methods. 

Merchant Controls  Improved support for merchants to integrate 
the authentication process seamlessly into 
their checkout experiences, for both 
application- and browser-based 
implementations. 

Other  Improved user experience by enabling 
intelligent risk-based decisioning though 
enhanced data elements that encourage 
frictionless consumer authentication. 
Simplified flows and performance 
enhancements 
Industry-leading security enhancements 

 

 

 

 
20 Additional information related to 3DS 2.0 development is available on the EMVCo website. 


