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About the EMV Migration Forum
Why Are We Here?

“to address issues that require broad cooperation and
coordination across many constituents in the payments
space to ensure the successful adoption of EMV-enabled
cards, devices, and terminals across the US market and to

ensure that migration in the US market is efficient, tlmely
and effective.” |
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Instant Issuance — Customer & Branch Perspective

Customer visits a
branch location
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Branch CSR
takes application
or account
information —
confirms identity

Desktop printer
produces activated
card

Customer .0
walks out with oo et
full purchasing A
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Instant Issuance — Customer Perspective

Why Customers Like
Instant Card Issuance

Same-day
replacement
after breach
Add personal
touches to
my cards
Replace
lost, stolen,
damaged
cards

s Aa\ 7 V. Add new
Acquire T e YU | \ =) users to my
new credit, - ( accounts
debit cards \ . '
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Instant Issuance — Branch Perspective

Branch Banks
©
Build

goodwill with
consumers

Gain share
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Cross-sell
other
products

More cards
Increase in force

activation
rates
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The Value of Instant Issuance Q000

The EMV Migration Forum Instant Issuance white paper includes industry- %%
recommended best practices: KX
= Key risks and suggested risk mitigation steps o
= Key considerations during each of the planning, development and go live phases :::::
= Sample timeline for an instant issuance project o
= Payment network references on instant issuance o
“Implementing EMV in the U.S.: Best Practices in Support of EMV Instant Issuance” — ::::
available at o
“Despite the costs, financial institutions should aim to keep o
instant issuance in play as part of their migration to EMV.” o
Randy Vanderhoof, Don’t Let EMV Quash Cardholders’ Instant Gratification, 12/14/15 ::::::
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http://www.emv-connection.com/

Contributors

The following EMV Migration Forum members participated in the development of the -«

white paper:
e  Philip Andreae, Oberthur Technologies e Peg Haustetter, SEI — Cincinnati (for Vantiv) ."
e Alyssa Arredondo, Entrust Datacard e Simon Hurry, Visa Inc. 00
e Charl Botes, MasterCard e Mansour Karimzadeh, Smart Commerce ::::
e Chole Casber, The Members Group International Ltd. (SCIL) X
o Jeffery Comi, PNC e Greg Kuyava, Harland Clarke ::::
e Keri Crane, JHA Payment Processing Solutions e Liza Mackinnon, Magtek X
e Jennifer Cristallo, Entrust Datacard e Mina Malek, Giesecke & Devrient :'::
e Jim Ellis, ABnote e Jason Muncey, American Express ::}
e Kevin Emery, Discover Financial Services e Sharon Pazlar, Fiserv X
e Dave Ewald, B2PS e Joe Segal, American Express J::::
e Tanya Fillmore, JHA Pmt. Processing Solutions e Jonathan Taylor, JPMorgan Chase 0
e Mike Gorski, Visa Inc. e Dean Vance, First Data _:::::
e Arthur Harper, PSCU e Kelly Witteride, Vantiv 0
e Kirsty Haugh, Oberthur Technologies e David Worthington, Bell ID .'::::::
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Planning Phase
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Who should be involved in my EMV upgrade project?
: S o

Eml\/la\'(] lj;frg(r?tlj:l’aérlq * Produce high quality chip cards ":':':

& :-:.:
/ . L J
Instant issuance hardware | 4 install ization hard "a%,
vendor Set up and install personalization hardware o

k ...'
Instant issuance software 4 install iation sof g iat . X
vendor* « Set up and install personalization software and personalization script e

k v l:l
Issuer » Successfully implement the upgrade project :::

A I.I
f I.I
. - Ensure all EMV application elements are included in the personalization 0

Issumg processor script and implement the upgrade project on behalf of the issuer .,

& 4 o
Payment network « Card compliance with brand standards .:::

\& :c:l
Personalization bureau - Support EMV issuance from the central environment :::::

\ e/ .i...l
Pa : . o0
Personalization _— o
certification Iab/agent « Verify chip personalization is correct 50
F-EMV B
T’ I\/Iigration Forum *Also could be completed by a SaaS/hosted supplier AXIEL




instant issuance equipment vendor?

KICKOFF AND PRE-INSTALLATION
Schedule/conduct customer kickoff call

Provide customer documentation bundl
plan

Schedule recurring status calls

Send EMV Test Cards to Customer
Procure and install new server

Install HSM with IP address

Request and install SSL Certificate(s)

e and project

Complete and return Pre-Installation Checklist

Identify Key Custodians
Locate/obtain required Keys

Transport key and EMV Keys 6
Issue Master Keys

Provide card proofs for artwork

\

Complete and return Key Check Value (KCV)
Worksheet

Provide card formats

Order EMV test cards and production stock

< EMV

*  Migration Forum

Customer

X X X X X X X X » X X X

Il Vendor

X X X

Vendor Partner

Card Manufacturer

Switch Vendor

Card Manufacturer

*Example project plan for on-premise solution.
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How do | pick an EMV profile? 0000

- Simplicity: use the personalization
@ bureau’s standard EMV profiles
=
®
O .
- Consistency: instant issuance profile
GEJ the same as the central issuance profile
O Supported: issuer processor needs
8 to be able to support the chosen profile
ad
¥:-EMV 0005
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How does my card design change? SRR

EMV Instant Issuance cards must be re-certified through payment brand

E o
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Direct to card EMV printing awareness:
* Need recessed chip

OR
* White area around the chip

S 0000 00

ZHENG YAN

E:::' E MV® ,':':':':':':
“s® Migration Forum SOOO000



--------
.......
.......
.......
.......
......
.......
......

I Does EMV affect my secure environment? B0
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Physical Security
Remains the Same

Existing Instant Issuance environment and issuing processes
remain the same
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How long will the EMV upgrade process take?

|Task Name ™ |Duratic™ | |December 11 | February 1 |March 21 |May 11 |July 1 | August 21 | October 11
0 - Instant Issue Sample Timeline 141 days Instant lssue Sample Timeline
A "
1 = Project Kick Off 55 days Project Kick Off
2 Initiate project with stakeholders 5 days
&} Bank,Vendors
3 Quotes for hardware/software 20 days
development/cards/scripting Vendors - +
4 Profile selection, card ordering (manufacturing); key 30 days
management -
5 New printers or upgrade existing printers with chip 10 days
capability | Vendor m O n S
6 Update servers 5 days
I vendor
7 - Development 85 days Development
L v
8 Prepare for chip personalization, receive cards, prepare 15 days
to produce test cards b Bank} Proc JCard Vendor
E] Prepare for testing with payment network and identify 15 days 4 -
add'l issuer/processor requirements e} Bank,lssuer, Processor,Payment NW,II Vendor O r e r
10 Onsite Installation: hardware, software and 5 days u

configuration

e copying a

12 (if MC) Submit letter of delegation 3 days 1
s ssuer L o -
13 Key exchange/key ceremany: KMC, MDK, Public 15 days C e rt I I e p ro I e
kP =sor,lssuer Il Vendor,Pay NW
14 Key exchange - test keys 5 days
k lssuer,Processor,Payment NW,II Vendor
Task Name = |Duratic~ | [December 11 [February 1 [march 21 [may 11 [auly 1 [August 21 [October 11
15 Produce test cards with test keys for CPV testing 1day
Bank,ll vendor
16 - Visa Certification 1 days Vi Cqrtifcation L O n e r L
[
17 CPV/Chip profile/personalization validation and 5 days <+
approval [k visa .
18 Produce card with live keys for End to End testing lday n ‘ !W C I p an
Bank,ll Mendor
19 End to End testing 5 days

 E—— i certification

21 CPV/Chip profile/personalization validation and 15 days <+
approval i MafterCard
22 Produce card with live keys for End to End testing lday
|| Barjk|ll Vendor

23 End to End testing 10 days

MasterCard
24 Define processes for card/chip maintenance: chip 5 days 1

expirations, key expiration, replacement [ Bank, NW

25 = Go Live 1day Go |iye
26 Produce production cards - Go Live! lday 1

Bank

oEMV
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How much will the Instant Issuance EMV upgrade
project cost?

Hardware

 Printer update or replacement
* PIN pad

* HSM (in-house solution only)
« Card validation tool

Software

» Update or migration

n:::;. EMV
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I Do | have to replace my printers or update my software?

Maybe

Some printers are EMV capable, but may require firmware
updates

If you are using a server solution — expect software
upgrade/update

. EMV
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What information should be prepared to educate my::
customers on EMV?

CHIPCAR

G C H I P CARD.COM CONSUMER FAQ

What is a chip card and why am | getting one?
Chip cards are payment cards that have an embedded chip. Chip cards offer you advanced security when you use
the chip to pay in store or at an ATM.

Have a chip card?

During the transition to chip, you can swipe your card as you
normally would and follow the prompts. If the terminal is chip-
enabled, it will prompt you to insert it instead. If you already know your
chip card works there, start by inserting your card.

What is EMV?

Chip cards are based on a global card payment standard called EMV, currently used in more than 80 countries.
There are more than 3.4 billion chip cards issued across the globe. Learn more at
WWW.emv-connection.com/consumers.

Why are chip card transactions more secure?

) LS Chip card transactions offer you advanced security in-store and at the ATM by making every transaction unigue.
At chip-enabled terminals, insert 3 . . . . .
your card with the chip toward the g And, your chip card is more difficult to counterfeit or copy. If the card data and the one-time code are stolen, the

ter(rSinal, 'actir:f up. Do not remove ' information cannot be used to create counterfeit cards and commit fraud.
until prompted. g

How do | know if | have a chip card?

If you have a chip card, the chip is located on the front of the card. You will still have a magnetic stripe on the back
so that you can use it at merchants who don't accept chip cards yet.

Provide your signature or PIN as . .
prompted by the terminal. Some How do | use my l:hlp card in stores?

[ sactiansmay not require elther. During the transition to chip, you can swipe your card as you normally would and follow the prompts. If the termi-
nal is chip-enabled, it will prompt you to insert it instead. If you already know your chip card works there, start by
inserting your card. These basic steps will help ensure successful transactions:

When the terminal says the > Insert your card with 2 Provide your signature 3 When the terminal
transaction is complete, remove < the chip toward the or PIN as prompted says the transaction
your card. . terminal, facing up. by the terminal. Some is complete, remove

Do not remove until transactions may not your card.

prompted. require either.
MV Migration Forum 2015, Allighs reserved. Thisdocument was - Always remember when you use your chip card to follow the prompts on the terminal and leave your card inserted
donloaded from GaChipCard.com,an EMY Mgraton Forum and Payments - ; i
Secury Task Force website. until prompted to remove it.

« Free resources n._H—
EMV «  Communication tips gulc:!u!npmv!N a.‘i
Migration Forum * Social Media posts




Development Phase
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What is the best EMV issuance strategy for Instant

Issuance? R
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Al Cards Relssuance

| Only
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What does the typical installation process look like?

Readiness/ * Obtain test cards
» HSM installation **server solution only

Planning - Obtain keys

NSyl Eelg i « Test server install (software) **server
Phase 1 solution only

* Printer replace/firmware update

lalsizllETe]a i « Software configuration
Phase 2 changes: profiles, formats, data

prep

* Pilot
NS C Ul Il Project signoff
h * Branch
Phase 3 deployment

coordination

~EMV
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I What are the Key Management changes? o0

.....
.....
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.....

.....

In addition to the keys utilized for a magnetic stripe
transaction (e.g., CVV/CVC and PIN Encryption Key), there
are additional keys for EMV transactions (e.g., MDK/, IMK)
that support the creation of the EMV cryptogram that is
authenticated in the transaction process to offer greater
security from counterfeit.

In addition, your instant issue hardware vendor will require
keys to lock and unlock the chip on the card, prior to in-
branch personalization of an EMV card.

The keys will need to be loaded into the

hardware security module (HSM), either on premiseor oo
hosted, utilized by the instant issuance system. o

!E::;. EMV
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I What is the Key Exchange/Key Ceremony?
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To prevent eavesdropping on the communication between the

card and the device:

oEMV
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Secured
Host Based Circuit
Secure EB/IV_ Ma_ster
Protocol erivation
Keys
Encryption
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Who will perform the required chip certification?

Card Personalization Validation (CPV) is a process designed to
ensure that the “personalization” of a chip card or other chip
payment device meets card brand requirements.

~Personalization ~CPV service provider - Approved CPV
g O e Pt g

-

ior
J

&)
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When do | need to execute a new chip certification?

Migrate existing BIN to chip or add new BIN to existing chip program

Use new chip card

Change personalization process such as: data prep process
change, bureau switch personalization solution change

Add an application into existing approved chip card product

Amend personalization characteristics (excluding cardholder data
and expiration date)

!E:E;. EMV
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What should my pilot look like? 0RO

Pilot XN
Objectives

* Friends and Family (employees)
« Card Management/Fraud departments

How Long?

* Varies, 4-8 weeks suggested ;I:.:‘

-

* Prior to go-live 2R

~.EMV BN
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Go Live Phase
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Work with Card
Manufacturer/Processor

 Reference chip manufacturer roadmap
e Utilize card provider established process

e Centralize inventory processes

Remove out of branch (manage
daily/weekly/monthly)

= EMV'
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I How do | know cards are working? OO0

lllll

Handheld
Verification

Hardware
Installed

aeo 00

L @ < A N
B U E
.....

....

k%"" ATM with EMV
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Questions?
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EMV Migration Resources

e Wealth of EMV resources
to help with education
and implementation

e White papers
e Infographics
e« Webinar recordings

e |nformation about EMV
Migration Forum
activities and
membership

EMV

Migration Forum
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EMV in the United States

Secure EMV chip payments are here in the United States!
Consumers are now using chip cards to pay at chip-
enabled merchant locations nationwide. EMV chip
payments will:

+ Reduce counterfeit card fraud

« Enable cardholders to use secure EMV chip cards
globally

» Prepare for NFC mobile contactless payments

The EMV Connection web site provides up-to-date

information for all industry stakeholders on the status of Webinar: Best Practices for EMV Instant Issuance
EMV migration, ?long \,Nnh tlutonlals a.nd edicational Join the July 14th webinar to learn about issuer best practices for transition to an instant issuance
resources that will assist with migration. solution supporting EMV chip cards

2 o

Issuers Merchants Acquirers/Processors Consumers

Get your EMV migration on track with ~ Leamn from industry experts about the  Acquirers/processors need to Learn how EMV chip technology

tutorials and implementation guidance  impact that EMV chip technology will  consider the support that will be helps to reduce fraud and protect

that take advantage of global best have on the point-of-sale environment  required to equip merchants with payment transactions and how chip

practices. and key strategies for managing EMV-compliant POS solutions. cards will be used in stores.
migration.

http://www.emv-connection.com
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Thank you!
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